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3.2 RECORD KEEPING
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APPENDIX

[ Appendix 1: fi29819N52UUNISNINTUIANNEUNDNISIEDNTZAUAMUL YD D DNHRNZ AN ]

NIST SP 800-63-3

DIGITAL IDENTITY GUIDELINES

Start ﬂ To provide the service, do you need any personal information?

@ — -

v

Financial loss or agency liability

Harm to agency programs or public interests
Unauthorized release of sensitive information
Personal safety

Civil or criminal violations

Did you assess aEt mo-:laratelfor any o
of the remaining categories?

oo

@ Do you need to resolve an identity uniquely?

9 To complete the transaction, do you need the information to be validated?

¥ m‘—_l_’ yes or | don’t know
(£} What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or reputation Low

Low
Low
Low
Low

Low

Moderate
Moderate
Moderate
Moderate
Moderate

Moderate

v

A

High
High
High
High
High
High

Did you assess at high for any of the above?

.?,_k_,

for personal safety?

Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unauthorized release of sensitive

information, personal safety, or civil or criminal violations?

—@4—'—»@—» {2} Can you accept references?

,. e

Yy
Use references if can complete the transaction
(End )—0O . i '

or offer the service without complete attribute values.

Figure &-1 Selecting IAL

o

&

See federation
recommendations.
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[ Appendix 2: 518888ANYNATLATNINTFIUANUTZNA ]
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Banking for International Settlements (BIS) %38 suiANSyie V & B I S
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Y a
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19105C0 Research Report on Financial Technologies (Fintech) (Feb 2017)

20 Guidelines - Sound management of risks related to money laundering and financing of terrorism (Feb 2016)
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2) umsgau NIST

NIST

National Institute of

® National Institute of Standards and Technology (NIST) %439  Standards and Technology

U.S. Department of Commerce

v A

an1tunnsgumalulaasaunaniifvesansy Ndumhenu
A v Y A Py L. . . . A ¥ v v
IaunnsgIumumalulagng q Jladeen Digital Identity Guidelines wieliniieausgly
lun1susmsaudes wagnsimusyuy digital service 13n15% identity proofing wagnis
authenticate YAAaNIZLU U5 UUYMUILIIY NTEUIUNTTVRY NIST F8L30INNTUTEEY

= =) ! a a é’ a a A L Y 1 =)
ANNEBIVTRAUEEMENoNAARTUNARANEANE A tUNSEUGURIAY WU AduLEEYNY
Yy A o~ = a = a4 A W | aa Y = a
Autaldes Audemen1en sty laulinnugdeviesuniededin udidessiliviiaeg

@onliisnsidseauanuiaeiie (Identity Assurance Level) Tusgsula

seauANUUIBDalunSEudus Iy (IAL)

Identity Assurance Level ‘

IAL1: At IAL1, attributes, if any, are self-asserted or should be treated as self-asserted.

IAL2: At IAL2, either remote or in-person identity proofing is required. IAL2 requires

identifying attributes to have been verified in person or remotely using, at a minimum,

the procedures given in SP 800-63A.

IAL3: At IAL3, in-person identity proofing is required. Identifying attributes must be

verified by an authorized CSP representative through examination of physical

documentation as described in SP 800-63A.
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SEAUANUUILTBD B MINSTUTURIN UL BINTZUU (AAL)

Authenticator Assurance Level

AAL1: AAL1 provides some assurance that the claimant controls an authenticator

registered to the subscriber. AAL1 requires single-factor authentication using a wide range

of available authentication technologies. Successful authentication requires that the

claimant prove possession and control of the authenticator(s) through a secure

authentication protocol.

AAL2: AAL2 provides high confidence that the claimant controls authenticator(s)

registered to the subscriber. Proof of possession and control of two different

authentication factors is required through a secure authentication protocol. Approved

cryptographic techniques are required at AAL2 and above.

AAL3: AAL3 provides very high confidence that the claimant controls authenticator(s)

registered to the subscriber. Authentication at AAL3 is based on proof of possession of a

key through a cryptographic protocol. AAL3 is like AAL2 but also requires a “hard”

cryptographic authenticator that provides verifier impersonation resistance.
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[ Appendix 3: frag19uI3FIUTUMAUINATATUITEIAANITNYDININGIBRNAILALN1TYIN VDO conference ]
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Appendix 4: f7881475n15%11 Identity proofing

ldsziu 1AL 2.1 + asradeundngIufiugosnvise n o o o
LUAUYBLUUNUNUD

uviasdaya

a S

NUILYD

9@ (online)

3

naUsyaen

2D

1. NFLLENIAU

2. N13ATIEU

3. Outcomes

'
-

Y Y
w3 ingnAntulas

1. %a-umaqa
Ju/deuAl 1A
v UnIUsEETU
flog

sdni/ Budidnsala

S T

Foyadu q wihiidudu

v Y ¥ I 1Yo I ¥
STauaanen (widaliiindudeya

LAY

RNV ERIED)

-] = %
tNEUGUVBLANGNATLIN +

o 1%

givgnAdenadasiudaya/ ningiu

1. UnsUservu w30 passport #a34

2. nwaegnen (optional)

~

Ua. WdauTnsUsEvvUnU card reader wse 14

NFC 814 passport

2. vUa. avaeuteaUnsUsEuIU online fiu

ATUNTUNATEY

3. va. Wisulunihgndnduteyandngiuuagluanly

UnsUI8uuUNTO passport

4. va. d1 OTP lduueslnsdmvisiefiognen

v o

a a a oa a
L g@nPINAINUIN UNSIAULAYT

v v

2. vidngnuluvewl fidoyagnees

Y & o

3. gnAndudnvemanguithanuans

43



v o . o = a a
\Uadnd online (Unsuszvnau + Rouluwiuiia)

0 3 N1SUSWISANLHES

{ ' & § @ {
IngUszaeA weiingndndulas ieBududoyaiignAude:
giignAnaenadasiudaya/mingiu
L. fﬁa-muaqa 1. Uaednsusznu
1. ﬂ’ﬁLLﬁﬂ\‘iﬁu 2. ’Eu/l,aau/ﬂ LR 2. E‘Ughgj@ﬂ(:ﬁ
3. watnsUszvIvu
4. ey . dngrumnUssndaauyingiase
5. Inséwi/ Buanfnsele gou o
.4 i YRUUI-UEN)
6. Uoyadu q wihidulu
vundeuly wu
@ o Uadndldmzgnadssinnind
cash balance 29dulsiiiu 5 uau
1. va. avvdeudayalnsuszunvu online fu
2. NMIATIFDU i omne UM
nsun1sUnATaY . '
- P o L4 f N Junsali ¢
2. va. WieulunthgnAnduguaeuudnsdsseu mnABINIININUVIBLNLUTELAY
3. va. dt OTP Wéuveslnsdwiilefiognen QURDINIU Enhanced KYC now
v
|l
N
3. outcomes o

a a A a
SToyagndn (undalisindudeyasse Lo GRS AIRITLL A

wiold) 2. wédngruduvewd Ieyagnses
3. fianudesignfalildidudives
nangruntunans Wy Yasugluunii

ans

44



(3

noUszeaen

=D

1. NFLLENIAU

2. N13AFIEU

3. Outcomes

a\

Wadsy® online (UnsUszw1vu + VDO Conference)

b

Calle
o).

©

wWwaidnanandulas

=)

—_

-~
Yo-wwana
Juw/douA \in
wuUnsUszavy
Py

Y

Wsdny/ daninsols

o kRN

1% 44' I Ao
VoIU[BU RTRIEMIRV]

v

LJauaandn (widalddindudeuasse
Y Y Y Y U

y5okl)

ANSUSUITAMULES

wadlududoyangnAude+

9 v [

givgnAsenndesiutaya/mang1u

1. udednsusznu

2. sUanganmn
Y Y

wangIuNNUTELANTALRUYINAIRT

YI9NTN-A84)

vsmsanudesngndnaglileidrvanangiu

11 VDO conference yaAgiugnALive
sanusiulalunstududayadu

wanguuaziungAnssugndn

(MNLaLLFeatnLan)

¥

1. va. avadeuteyaunIuszanvu online fu
ASUN1TUNATY
2. va. weulunthgnénduguaeuudng

Ussuuu

¥

TignAuanmanguasmundes + lildmti
FunangRnssugniuaseazBeauuingigy

a8

Y Ao

1. gnéidnuase Silesnuden
2. nédngrudurewt Ieyagndes
3. fianudesdigndaslilddudives
o a o ' o
NANFINUINEAS 19U Uauguuunin

uns

\v/ ;

1. wWnanuiuladngndndudivemangu
¥

2. WungAnssugnAingnaniianuae

Yy w9 a v
ﬁaﬂﬂﬁaﬂﬂ‘U‘Ua%a‘lﬂLLﬁN

45




3

ONEEGRG]

]

1. NFLLENINY

2. NIRTIVEDU

3. Outcomes

3

\WUaUey¥ online (Passport)

D.
©

Calle
.

wa¥inanandulas

e

o
Yo-uwana

—_

Juw/douA in
lauUnsUsEETY
fiogy

Y

sdni/ Budidnsala

o oA LN

. Joyadu q whitdndu

Stoyagnen (uadthisindudeyasss

gignAsenntesiutoya/mang1u

1. JUdg passport

2. sUangane
Y Y

(g UNUTENTALRUYINAIRS

T9UIN-1184)

¥

1. gnéld NFC sutoyaludnlu
passport

2. va. isudayauazlumingndniu
doyauazguarelugnlu Passport

3. va. ds OTP Wauvesinsfmsiletie

v @

1 gnAdiMmuase diflesnuiden

v

2. wdngruduved Ideyagndes

&

3. gnadudvemangumiians

46



