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Version Affected Solution
SOHO (Gen5 Firewalls) 5.9.2.14-120 uay LosFuTiAN Upgrade 1Ju 5.9.2.14-130
Gené Firewalls 6.5.4.14-109n uag LBSFUTAINI Upgrade 18u 6.5.2.8-2n (dm5u SM9800,

NSsp 12400, NSsp 12800) wag
Upgrade 1Ju 6.5.4.15.116n (dmsuaunsel
Gené Firewall Bu 9)

Gen7 Firewalls SonicOS build version 7.0.1-5035 wag Upgrade Juiaiduagn
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uazgauaszuunITlaldanu “User must change password” dmiugldeu (local account) lusuy
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1) https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0015
2) https://nvd.nist.gov/vuln/detail/CVE-2024-40766#VulnChangeHistorySection
3) https://www.bleepingcomputer.com/news/security/sonicwall-sslvpn-access-control-flaw-is-now-exploited-in-attacks/
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