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Port Service Potential Usage

1002 Unassigned (Often RPC related) | Unknown

2181 Zookeeper Likely managing a Kafka distributed botnet
70.39.115.74 e

3306 MySQL Could store stolen data or botnet
70.39.120.10 configuration
204.188.218.178 6379 Redis tF;c;t';ai:gal key-value store for botnet related
204.188.218.179 7779 Unknown Unknown
204.188.210.226 8081 Jetty web service Zookeeper query service

10050 Zabbix Agent Potential botnet monitoring
204.188.210.227 33060 MySQL X Protocol Likely used with MySQL service

Port Possible Use

12341 Likely Botnet C2 channel (Client Registration)

12342 Possibly used for tasking infected hosts

12347 Possible data exfil or backup C2

12348 High probability of main C2 command execution
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1. https://www.bleepingcomputer.com/news/security/botnet-targets-basic-auth-in-microsoft-365-password-spray-attacks/

2. https://securityaffairs.com/174595/cyber-crime/\arge-botnet-targets-m36 5-password-spraying-attacks.html
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